
Journal of Reliable Intelligent Environments (2019) 5:41–64
https://doi.org/10.1007/s40860-019-00075-0

ORIG INAL ART ICLE

What it takes to boost Internet of Things privacy beyond encryption
with unobservable communication: a survey and lessons learned from
the first implementation of DC-net

Ralf C. Staudemeyer1 · Henrich C. Pöhls2 ·Marcin Wójcik3

Received: 2 September 2018 / Accepted: 12 February 2019 / Published online: 26 February 2019
© The Author(s) 2019

Abstract
Privacy requires more than just encryption of data before and during transmission. Privacy would actually demand hiding
the sheer fact that communication takes place. This requires to protect meta-data from observation. We motivate the need for
strong privacy protection in a smart home use case by highlighting the privacy issues that cannot be solved by confidentiality
mechanisms like encryption alone. Our solution is a implementation of DC-net on Re-Mote sensor nodes running Contiki
OS. From this, we conclude that the computational and network overheads imposed by these techniques do not make them
impractical to use in the IoT. To the best knowledge of the authors, this is the first implementation of DC-net on sensors.
Alongside, we provide a survey of the required strong cryptographic security mechanisms, like encryption of communication,
to be in place. We describe how the current existing techniques can be facilitated to achieve unobservable communication
for the IoT. This includes mechanisms for encrypted IoT communication like DTLS or message authentication like ECDSA
signatures on IoT devices. For readers unfamiliar with the concepts of MIXing and DC-net, we explain and analyse how
those techniques, formerly used to provide private communication in the Internet, can be applied to the IoT. We briefly survey
what complementary features from the IoT architecture are helpful in providing strong protection in this particular use case.
Finally, we state some recommendations hoping that following these will enable us to reduce the privacy invasiveness of
the IoT on all levels. We think that this will be indispensable if IoT devices shall become a part of our daily lives without
rendering us into an Orwellian society.

Keywords Internet of Things · Privacy · Security · Unobservable communication · Dining cryptographers

1 Introduction

Privacy in the Internet of Things (IoT) needs more than
encrypted end-to-end communication, as meta-data still
leaks. On the other hand, privacy is understood as a human
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right, the threat arising from meta-data collection and anal-
ysis must be countered with strong security features. The
strongest security feature suitably and cryptographically
realisable for local environments is unobservable commu-
nication.

Taking a step back, the reason that encryption, even end-
to-end on its own does not give the user privacy is that
meta-data is still being collectable. Even in overencrypted
channels, an observer on the network might be able to deter-
mine the sender and receiver of packets1 or the sheer size of
packets [81]2, their frequency, or their timing in correlation

1 Unless the communication is on abroadcastmediumand thebroadcast
nature is also facilitated in the network protocol.
2 For example, the authors of [81] state that “[...] we cannot identify
DNS requests by their disclosed payload. We overcome this by iden-
tifying packets through their length: DNS packets are usually smaller
than other TCP packets.” [81]
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to other packets and events leaks information. Of course far
less than unencrypted channels, but as the Internet started
moving to more and more encrypted communication, we
see that the attackers consult the collected meta-data. So our
assumption is that clearly M. Weiser’s vision of ubiquitous
computing [95] is becoming our reality and the so-called
“smart” things are monitoring us directly or indirectly in our
physical surroundings. And as devices, they can be installed
even in our home [35], or in street lamps,3 roads, public trans-
port, and buildings.4 We also argue that even though there
are still way too many unencrypted channels in the IoT,5 the
challenge of a properly encrypted local IoT network’s traffic
or the traffic between an IoT device and its cloud back-end
is technically already being solved, e.g., DTLS and ECDSA
help IoT devices to communicate securely—but as we will
highlight in this article: on its own encryption does not enable
privacy.

When privacy is understood as a human right, then we
must technically counter the privacy threat arising from
meta-data collection and their analysis with strong techni-
cal security mechanisms. Data protection laws in the EU,
i.e., Directive 95/46/EC of the European Parliament and of
the Council of 24 October 1995 on the protection of individ-
uals with regard to the processing of personal data and on
the free movement of such data [89], require—among other
things that personal data may be gathered only for a pre-
cisely specified purpose. More recently, the EU protection
laws were boosted by the release of the EU General Data
Protection Regulation (GDPR) [32] which came into force
in all European member states in May 2018 and has higher
fines. InApril 2017, it was estimated that fines onlywithin the
UKwould be 79 times higher under GDPR.6 The EU-GDPR
encompasses the principle of privacy-by-design [14,25] and
they require to “minimize the amount of collected data” [31].
Further, it requires the individual person whose personal data
is handled to give their informed consent a priori to the data
gathering and must be able to intervene. As many embedded
devices are sold as products inside the EU or to the govern-
ments, e.g., smart cities [85], the data protection laws play an
essential role in particular for the IoT. We are yet to see how
the GDPR will be used in case of privacy breaches due to
IoT involvement. To not let it come to this point, we analyse

3 https://www.tvilight.com (last acc. 09 January 2019).
4 https://www.greenerbuildings.eu (last acc. 09 January 2019).
5 A 2015 research by HP “Internet of Things research study 2015” [40]
indicated that “90 percent of devices collected at least one piece of
personal information”. Furthermore the HP Internet of Things Security
Study: Home Security Systems Report 2015 [41] reported that “100
percent of home security systems do not require strong passwords” and
that “50percent exhibited improperly configuredor poorly implemented
SSL/TLS”.
6 https://theregister.co.uk/2017/04/28/ico_fines_post_gdpr_analysis/
(last acc. 09 January 2019).

in this work if the strongest security mechanisms suitably
and cryptographically, which is unobservable communica-
tion, are realisable for local IoT environments.

1.1 The privacy problem of IoT

A human that is within the monitored space becomes the
legal data subject and has legal rights to access, modify and
demand deletion of personal information collected. The EU’s
report on privacy in the IoT released in 2014 [31] shows the
increased sensitivity of the topic. The need and awareness
within the EU that strong protection is required is also high-
lighted by the European Commission’s support for projects
like PANORAMIX7 that aims to build a mixed networking
framework similar to onion routing of TOR [26,77]. Those
kind of networks alreadywork towards very strong protection
of the communication relation in low-latency environments
using chained proxies with special properties. Thus, once
you want to offer an IoT service or product in the EU, the
data protection rights of the data subject need to be respected
as they are guaranteed by EU law. However, also outside
the regulatory domain of the EU, we strongly believe that
it is a human right to have strong protection of personal
data.

Having privacy means that you gain the ability to pro-
hibit the leakage of information to unauthorised third parties.
As a first step, encrypted and authenticated channels tech-
nically ensure that only authorised parties are able to read
a message’s payload during transmission. They found their
way into standards in the IoT domain, e.g., Datagram Trans-
port Layer Security (DTLS) [54,57] (see Sect. 5.2 for more
details). However even assumingDTLSor the like is enabled,
and Hewlett Packard’s recent report on IoT security finds
just the opposite, i.e., that “70 percent of devices used
unencrypted network service” [40], meta-data still leaks
details about the communication. It is very hard to esti-
mate to what extent meta-data can be gathered and utilised
by network traffic analysis. Among other things, meta-data
includes information like communication endpoints, mes-
sage timing and location details of the communication.
When combined with a priori knowledge, and processed
by machine learning algorithms, the extracted information
can be so rich that end-to-end encryption can be bypassed.
For example, it might not be necessary to decrypt the pay-
load at all, because its content can solely be derived from
network traffic. This strongly demands an additional layer
of privacy protection to prevent the leakage of sensitive
information from meta-data, namely unobservable commu-
nication (UC).

7 https://panoramix-project.eu (last acc. 09 January 2019).
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1.2 Introduction to unobservable communication
(UC)

The key concepts of information security are confidentiality,
integrity, and availability. Confidentiality and integrity can be
addressed with signatures and end-to-end encryption using
public-key cryptography. But irrespective from this, attack-
ers can monitor communication and analyse network traffic.
Traffic analysis focuses solely on communication patterns
and the extraction of information out of meta-data.

To counter traffic analysis, we need to minimize any kind
of information leakage due to communication meta-data and
content data to the same extent. Therefore, the network com-
munication property we aim for is unobservability. This
property ensures that messages and random noise are indis-
tinguishable from each other. In terms of network nodes, it
ensures that their activity goes unnoticeable and that mes-
sages cannot be correlated. It is a very powerful property
ensuring unlinkability, unidentifiability, and a continuous
flow of dummy traffic.

Unobservability = Anonymity + Dummy Traffic with

Anonymity = Unidentifiability + Unlinkability.

Unlinkability ensures that neither messages nor network
nodes can be correlated. Unidentifiability8 ensures that these
are indistinguishable, building a so-called anonymity set.
Given the anonymity set is always > 1, the system provides
the anonymity property. The appropriate use of dummy traf-
fic then yields to a corresponding unobservability set. These
terms are defined in great detail by Pfitzmann and Hansen
and are discussed in [66].

1.3 Goals, contributions and organisation

“Truly smart gadgets should have built-in intelligence” as
proclaimed by Tony Fadell, the inventor of Nest thermostats
[92]. In this work, we show how to put this smartness inside
the local devices of the IoT to a gooduse to increase privacyof
the network. Note that other options exist to decrease the pri-
vacy invasiveness ofmanycurrently deployedor foreseen IoT
deployments. However as we briefly discuss in Sect. 7, these
require to be tailored to the data gathered or the processing
results. The property provided by unobservable communica-
tion is beneficial to any application and any data, and resists
any attacker observing local traffic. That such a rough net-
work device is not some artificial attack scenario can be easily
motivated if you assume a burglar trying to learn if a smart
home is occupied. To not fall behind in the battle over privacy,
this article uses the IoT devices’ smartness to technically

8 A stronger property than unidentifiabilty is undetectability, where the
attacker cannot distinguish if the item of interest exists or not [66].

strengthen the privacy as good as possible for a very broad
application domain. Hence, in this work we concentrate on
the network layer and present how to build a network between
IoT devices at the edge with very strong security and privacy
properties.

Our contribution is twofold, first we survey and explain
ideas and existing mechanisms for unobservable communi-
cation and present how they can improve privacy in the IoT,
second we present an implementation of DC-net in Sect. 6
and give an estimation of the overhead that a truly private
IoT environment would induce.

The remainder of this work is structured as follows:

– In Section 2,we present the current general state of affairs
in IoT Privacy, state of the art is discussed when needed
to aid readability.

– In Section 3, we define a specific smart home scenario to
reduce the otherwise very broad and general term “IoT”.
We use it to motivate privacy problems and gains.

– In Sect. 4, we analyse existing, sound solutions for pri-
vate communications based on existing cryptography that
work in the Internet, and discuss their suitability for unob-
servable communication in the IoT. Also from the legal
perspective, the IoT is not an exception from the chal-
lenges we face on the ‘general’ Internet, but the IoT is an
exceptional case due to its ubiquity and thus its potential
to intrude into peoples’ private lives.

– In Sect. 5, we check the current available building blocks.
– Our new contribution is in Sect. 6: we implemented the
DC-net protocol [17] on constrained node devices. We
also present our first estimations of the overhead needed
for our actual implementation of an unobservable net-
work communication in the IoT.

– In Sect. 7, we look beyond our new defence against
privacy on the network layer of the device-to-device com-
munication offered by unobservable communication and
we discuss the freedoms that are required in the architec-
tural frameworks of IoT and to enable privacy from the
device to the application.

– We conclude in Sect. 8 and give some recommendations
in Sect. 9.

2 Current state of the IoT towards Privacy

Bandyopadhyay and Sen [4] identify security and privacy
as key technologies that will enable IoT. Privacy of humans
and confidentiality of business processes are identified as
the two major issues in this regard. Confidentiality can be
adequately addressed with standard encryption technology,
provided there is a suitable key distribution scheme avail-
able. More effort is needed to increase performance and at
the same time lower power consumption of IoT devices. The
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authors point out that there is a lack of privacy preserving
technologies available for IoT environments. They identify
anonymity networks as a potential basis to implement pri-
vacy in IoT. This technology adds significant complexity
and resource requirements in terms of computing power and
bandwidth.

The work published by Miorandi et al. [56] provides a
survey on the key issues related to the development of IoT
services and applications. The authors identify data confiden-
tiality, privacy and trust as key challenges in IoT security.
Healthcare applications, the excessive use of wireless net-
work technology and remote access capabilities are given as
examples. Those technologies potentially expose very per-
sonal data to eavesdropping. The authors suggest addressing
privacy issues in the system design phase, but admit the lack
of a privacy framework tailored for the IoT.

An analysis of security challenges in distributed IoT envi-
ronments is provided by Roman et al. [79]. The authors
argue that potential threats and attackers need to be mod-
elled first. Considered are denial of service, physical damage,
eavesdropping, node capture, and controlling of IoT entities.
Security challenges identified and discussed are identity and
authentication, access control, protocol and network security,
privacy, trust management, governance, and fault tolerance.
The authors conclude that the heterogeneous nature of IoT
increases the complexity of most security mechanisms.

Nevertheless some mechanisms might also benefit, like
fault tolerance and trust, thus facilitating the implementation
of privacy-by-design principles documented by Cavoukian
in [14]. When misused, the IoT might as well turn into a
security nightmare and worsen privacy issues by allowing
even better user tracking and profiling.

This need for privacy(-by-design) is acknowledged by the
EuropeanUnion (EU) [25]. TheEUArticle 29Working Party
released a list of recommendations to increase privacy of IoT
deployments [31]. Among other things, they recommend that
“Device manufacturers should limit as much as possible the
amount of data leaving devices” [31]. The latter is referring
to the minimisation of information inside the payload, and
they suggest aggregation of data.

The EU-funded project RERUM9 that developed a frame-
work will allow IoT applications to consider security and
privacy mechanisms early in their design phase. This works
towards a configurable balance between reliability (requiring
secure, trustworthy and precise data) and privacy (requiring
data minimisation for private information, like location) [70,
85,91]. All EU-funded projects working on security and pri-
vacy in the IoT (IERC AC5) reported jointly in January
2015 that there is currently no research project that tackles
anonymising the traffic in networks used for IoT applica-
tions [3, p.70]. This was picked up by [5,86] and is extended

9 https://ict-rerum.eu (last acc. 09 January 2019).

in this article. We show that it requires network security,
changes in the way devices communicate and above all it
requires that the IoT architecture is flexible enough to accom-
modate the new requirements without having to overhaul the
whole architecture.

3 Traffic observations and their privacy
problems examplified

In the following, we are going to describe a smart home
scenario. The reasons for the choice of this scenario are man-
ifold. First, it is an IoT scenario that is in its effects directly
visible in our daily lives. Second, it is most likely to hap-
pen on a broad scale in the near future and thus affects many
people—even if they are early adopters and have only a small
number of connected devices in their homes. Many prod-
ucts, e.g., “smart” light bulbs or connected loud speakers,
are already sold in some quantities as of 2018 today.

Development frameworks are maturing, for instance the
operating system Contiki10 or Android Things11 or visions
have been expressed.1213 Third, it has also been selected as a
scenario by research projects in the smart city domain, e.g.,
RERUM or CITY PULSE.14 Last but not least, it allows us
to highlight privacy problems in a comprehensible manner,
e.g., the direct real life implication of a breach of privacy is
clearly visible when assuming a burglar as the attacker.

3.1 Smart home use case description

This section will stay informal to highlight certain privacy
issues that can only be addressed by anonymous or unobserv-
able communication systems. In the remainder of the paper,
we will state more formally the specific attack model(s).

It is obvious that IoT deviceswill gather information about
the home’s inhabitants. Data protection regulation says that
if the information is relevant to the home owner’s privacy it
must not be shared with third parties, unless the home owner
has given informed consent, assuming the owner being the
sole data subject. While this is indeed still a problem to be
solved, it can be partially addressed by encryption and entity
authentication, e.g., using a public-key encryption scheme.
To protect confidentiality, for instance, a sensor could encrypt

10 https://contiki-os.org (last acc. 09 January 2019).
11 https://developer.android.com/things/index.html (last acc. 09 Jan-
uary 2019).
12 Corning’s Day Made of Glass https://youtube.com/watch?
v=6Cf7IL_eZ38 (last acc. 09 January 2019).
13 Panasonic’s Wonder Life-BOX 2020 https://panasonic.com/global/
corporate/center/tokyo/floor/lifebox2020.html (last acc. 09 Jan-
uary 2019).
14 https://ict-citypulse.eu/scenarios (last acc. 09 January 2019).
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readingswith the designated server’s public key, such that the
data can only be decrypted by this selected server, assuming
the data owner gave his/her consent to share this informa-
tion to that server. Our motion detector could encrypt the
“detected_motion” message for the smart home gateway,
which in turnwould encrypt and sign the command“turn_on”
for the light. However, encryption of the payload does not
prevent activity within the house from being observable. For
instance, the detection of movement of the homeowner is
observable for an attacker eavesdropping on the communi-
cation.

To monitor messages within a house or vehicle, the
attacker needs to eavesdrop on a user-controlled network of
sensors, actuators, and the gateway. This assumes that mes-
sages are not traversing non-private access networks, like
DSL, 3G or the public Internet in general. The attacker needs
to access the local network. InFig. 1, the attackerwould either
need to be near the house to eavesdrop the wireless transmis-
sion, or the attack could be carried out by a trojan device
(e.g., an attacker that controls a malicious sensor).

However, if “smartness” requires data to be sent to the
Internet, for example, to request the weather forecast, then
the attacker could eavesdrop at many locations. In our smart
home example, thiswould be requesting theweather forecast.
Point of observation could be not only the sensors, the local
network, or the access network, but also the Internet, or the
servers providing the requested service.

To stay within our specific example: observation of the
in-house message from the motion detector, as well as the
observation of the request sent to the weather forecast ser-
vice or the TTS service over the Internet, will leak at what
time you get up. Observation of communication flows, as an
attack on privacy, is called traffic analysis. The event-driven
nature of the communication flows in the IoT also lends those
messages to be a good basis for attacks that facilitate pattern
analysis. For example, the knowledge that the lights might
receive their messages (containing commands) from differ-
ent sources (switches and movement detectors) make them
become recognised as actuators. The messages that relate
to “turn lights on”, “get weather forecast” and “translate to
speech” always follow in the same order, and occur most
likely within a specific time window each day. Therefore,
at least the weather and text-to-speech service provider will
know when you get up every morning. All this makes the
IoT messages, even if their content is encrypted, a very rich
hunting ground for meta-data analysis.

3.2 (Resisting) network traffic analysis

Traffic analysis [23,76,87] is the process of capturing net-
work traffic and analysing it. The aim is to gather information
about the network and its devices fromobserved communica-
tion patterns. This techniqueworkswithout knowledge of the

contents of the communication. Hence, it is also applicable
to encrypted messages. Large numbers of captured messages
make traffic analysis more effective. It might reveal even
more information if it were possible to modify either the
traffic flow or the messages themselves.

Information extracted with traffic analysis on its own does
not seem very useful, but in combination with a priori knowl-
edge, statistics and machine learning algorithms it becomes
a very powerful tool. The mere fact that a couple of devices
exchange messages might not be all that interesting on its
own. The situation changes dramatically when we can map
devices to locations, device types, and communication pat-
terns to services.

For instance, if we guess that one communication node is
a motion detector and the other is a light, then we can deduce
further information. Observing network traffic, we are able
to tell where these devices are located in the meshed net-
work. Additionally, we can conclude that the sensor pushes
a message most probable only on motion activity.

An eavesdropper can log frequency and time of all mes-
sages between two communication partners. The analyst can
easily conclude whether the session is interactive or non-
interactive. The motion detector firing whenever there is
motion, is an example of a non-interactive session. If the light
asks another sensor for the current ambient light level, so it
does not turn on at bright daylight, thenwe call this an interac-
tive session. The traffic frequency pattern of a non-interactive
session is much more regular than that of an interactive ses-
sion. Much like a fingerprint, an interactive session will have
a very individual traffic pattern and therefore further deduc-
tions can be made.

Again, thinking of just the traffic pattern, motion sensor
activity caused by the movements of a human or a pet differs;
activity patterns between the usage of the same apartment by
different people will also likely differ. Therefore, we must
assume that the sensor’s network message pattern reveals
private data.

3.3 Observing the use case in more detail

Let us observe the “meshed” network of nodes of our smart
home use case in Fig. 1 more closely. Fig. 1 pictures a subset
of its sensors and actuators. There is an environment sensor,
two activity sensors, and one light bulb as an actuator. The
environment sensor sends its measurements automatically
to the smart hub in a 30 s interval. The two other sensors
detect movement and noise in the house. All devices use the
IEEE 802.15.4 LR-WPAN standard for low-power wireless
communication. All messages are forwarded to a smart hub
processing and acting in accordance with their content.

Once the motion activity sensor gets activated, it sends a
“motion detected”message to the smart hub. In the smart hub,
this triggers an internal timer, here for example, for 2 min.
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Fig. 1 Example of traffic between the devices in our smart home use case

As a consequence, the hub sends a “turn-on” message to the
light bulb. Thismessage causes the light bulb to switch into its
“lights-on” state. On lasting activity, the motion sensor keeps
on sendingdetectionmessages in burst intervals, for example,
every 2 s. Every of these “motion detected” messages causes
the smart hub to reset its timer. Assuming the motion sensor
detects activity in intervals less then 2 min, the timer of the
hub resets frequently and therefore remains active.

The sound sensor shows a similar activity: once it detects
noise it sends a “noise detected” message to the smart hub
causing the timer of the hub to reset correspondingly. The
timer in the smart hub will remain active unless it does not
receive any “detected” messages from one of the two activity
sensors for the predefined time period. Here the timer will
time out after 2 min which triggers to send a “lights-off”
message to the lamp causing it to switch off.

Next we look into traffic analysis assuming all messages
are end-to-end encrypted. Then we can make the following
first observations:

1. three nodes have only outbound traffic
2. one node has only inbound traffic
3. one node is sending and receiving messages

Observations give us basic information about the roles of
the nodes. We conclude that the three nodes with outbound
traffic are most probably sensors. The one node with only
inbound traffic is most probably an actuator. The sending
and receiving notes might be a smart hub or some sort of
gateway.

Now we can add simple message size, timing and fre-
quency analysis to gain additional information.

– one sensor sends messages with a distinguishable, larger
message size periodically with a 30 s interval

– two sensors send messages in a specific, reoccurring
order with partially a 2 s interval

– two sensors and the one actuator have similar message
sizes of two types each

– two sensors and the one actuators activity are correlated
– one sensor seems to trigger this ordered activity

For more information, we can create a database with fin-
gerprints of communication activity of various sensors. We
estimate that chances are high that we can clearly identify
the environment sensor due to the larger message size. For
the two activity sensors for motion and sound, we estimate
good chances that we can identify them based on message
size and timing. Identifying more details on the smart hub
might require long-term observation.

First thoughts are: to prevent message size and frequen-
cies from revealing information about the connection’s type,
it is necessary to exchange messages with a constant size
and a rate flow with all potential communication partners.
This is achievable by broadcasting a continuous stream of
indistinguishable real and dummy messages, looking equal
randomly to all parties except to the sender and the recipi-
ent(s).

However, this is not very efficient.
Next we will consider the different types of attackers.
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3.4 Attacker models considered

In this section, we describe the building blocks for an attacker
model based on ideas communicated in [87]. We briefly
restate them for increased readability. The best would be to
have perfect protection that even protects against an omnipo-
tent attacker. This kind of attacker is able to trace all data from
point of creation to delivery, alter all data unnoticeable, and
alterwhole system’s functionality until demolition.However,
this comprehensive protection against attacks by an omnipo-
tent attacker is unrealistic to be fully gained. With respect to
our use case, a realistic attacker model must:

– consider all possible attacks that can be expected during
the lifetime of the observed system,

– be as simple as possible,
– be affordable to create and operate, and
– describe and point out the remaining risks.

Passive vs. active attacker

An attacker who is only able to eavesdrop on the commu-
nication medium and observe the traffic flow is defined as
a passive attacker. It is not possible to recognise a passive
attack. Nevertheless, it may be possible to recognise the suc-
cess of a passive attack indirectly if such an attack changes
the behaviour of nodes who collect additional information as
consequence of an attack.We cover passive attacks in greater
detail in Sect. 3.5.

An active attacker modifies network computations and
transmitted messages. There may be restrictions on the kind
of modifications an active attacker can execute. We can dis-
tinguish between interruption, interception andmodification.
Interruption cuts the connection between sender and recip-
ient, e.g., an active adversary on the Internet could prevent
the SmartHome gateway from reaching the weather service.
With interception, an attacker is able to filter and store single
packages. Modification enables an attacker to modify and
introduce new packets, e.g., the weather service’s answer
might always be corrupted. We might further need to distin-
guish adversaries by their capability tomodify packets in real
time or only with noticeable delay. The attacker might also
break the rules of the communication system. A modifying
attacker may use protocols in ways which are not intended
or even not expected in the network.

Attacker distribution and locality

An attacker may be able to control a subset of nodes of a
communication system. These may be either network infras-
tructure devices like gateways or end devices like sensors.
Control may vary from one to all available devices. Depend-
ing on the distribution of the attacker-controlled nodeswithin

the network infrastructure and their relevance for the infras-
tructure, an attacker can obtain a more or less complete view
of the overall network traffic flow.

We can define two special cases of attacker distribu-
tion: the global and the local attacker. A global attacker is
omnipresent. He is able to access and observe all communi-
cation lines within the system. Even if an omnipresent global
attacker is not considered realistic, other network participants
might be corrupt and collude with the attacker. This way the
attacker might be able to emulate an omnipresent attacker.

A locally present and/or an internal attacker has physi-
cal access to infrastructure devices. This may be a sensor, a
gateway, an Internet service, or any number of intermediate
nodes. Of special interest are intermediate nodes that pro-
vide routing or enhanced security functions. Nodes may be
physically damaged or modified. It is important to consider
that an attacker may be able to control a subset of avail-
able communication lines or intermediate nodes. In Fig.1,
an attacker controlling the “Sensor Motion” and the “Actua-
tor DoorOpener” will be able to control all the traffic of the
802.15.4 mesh network from and towards the gateway. An
attacker controlling the ‘Actuators Speakers’ will most likely
see less traffic passing by due to the position in the network.
Hence, the strength of the attackermay vary strongly depend-
ing on the controlled subset of network participants.

Resources, adaptivity and non-technical attacks

The computing power of an attackermay be limited or unlim-
ited. An attacker with unlimited computing power is known
as an information theoretical attacker. It is risky to assume
that an attacker has only limited hardware resources at his
disposal or lacks knowledge of powerful algorithms. It is
acceptable, however, to make assumptions on the attacker’s
maximal considered strength. This includes the amount of
money the attacker is willing to spend on an attack. Time
restrictions can also be assumed.

In a static attack, the compromised resources are fixed
after the attack has been launched. An adaptive attacker is
able to control and modify resources during an attack. Only
adaptive attackers are able to trace messages. An attacker
may also persuade a trusted third party to manipulate part of
the network infrastructure. This could give additional power
and capabilities to an attacker that would not be available
under normal circumstances.

3.5 Eavesdropping—passive attacks

A passive attacker is only able to eavesdrop on communica-
tion links and intermediate nodes. It is the nature of attacks
based on eavesdropping that they are not detectable as they
are occurring. But it is possible to prevent their usefulness if
the weaknesses of the observed network are known. In the
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following, we give abstract descriptions of passive attacks
that are independent of any specific concept and hence are
most likely also applicable to the IoT domain [76,87].

Message timing

A timing attack observes the duration of communication
between nodes and attempts to correlate patterns of net-
work participation. Possible routes can be calculated using
the round trip time of message sets entering and leaving the
network at two observed points. Messages leaving a node A
at time t andmessages received/forwarded at time t+RT T /2
can be correlated with a predictable probability.

Message coding, size, counting, and volume

Allmessages that do not change their encoding or size during
network transmission can be linked or traced [16].A counting
attack observes the number of packets exchanged between
two possible communication partners. A combination of
attacks based on tracking messages by size and number are
communication volume attacks. They detect the communi-
cation relationship by observing the amount of transmitted
data.

Communication pattern andmessage frequency

Communication pattern attacks can be launched by simply
monitoring communication activity on any network device,
i.e., the pattern and timing of message transmission and
reception. Generally, an attacker can make the assumption
that participating nodes usually do not send and receive mes-
sages at the same time. Observations over long periods of
time can reveal sets of possible communication partners.

For message frequency attacks, an attacker analyses the
traffic flow of messages to fingerprint individual devices
and/or communication partners. This is most effective for
real-time interactive communication. The attacker deter-
mines the message frequency between two endpoints by
counting packets and recording the communication pattern.
Communication pattern and message frequency attacks are
challenging to overcome. They are most effective for real-
time and interactive communication, both of which we find
in IoT traffic.

Tracing individual packets

An attacker may trace every possible path an observed
message can take through a network. From this, they can
construct a list of possible recipients. Given enough time, the
number of possible sender and recipient pairs can be reduced.
In the worst case, an attacker can finally match one sender to
one recipient. In the best case, an attacker needs to follow td

messages along td − 1 paths through a network and to their
recipients to identify a pair sender/recipient.

Long-term intersection attacks

An attacker may trace devices’ network usage over a long
period of time. Thus, it might identify them by their indi-
vidual, characteristic usage pattern of network services. For
instance, devices might exhibit specialised behaviour to con-
tact the vendor, i.e., at vendor-specific regular intervals, for
security fixes, or firmware updates.

In the next section, we discuss countermeasures.

4 Private communications

In this section we introduce concepts to counter passive
attacks ([23,76,87]) based on eavesdropping and traffic anal-
ysis. We further set the context in the context of Internet of
Things (IoT), private area networks (PANs), wireless sen-
sor networks (WSNs), and our use case described in Sect. 3.
In [85], we discuss these technical communication mecha-
nisms towards privacy in a SmartCity context.

4.1 Basics to counter network traffic analysis

To ensure private communication, we need to consider coun-
termeasures to the following passive attacks. Herewe present
an overview of relevant attacks and set the context to our use
case.

To provide protection against message coding attacks,
the encoding must change during transmission. This can be
done by encrypting messages with k-nested layers to other
members of the network. On the network side, this can be
solved using per link encryption between routing nodes. A
predefined message size of all network messages can pro-
tect against message size attacks; smaller messages must use
padding at the cost of efficiency.

The propagation of messages needs to be randomly
delayed. The minimum delay can be defined by the maxi-
mum possible latency for a communication. Otherwise, the
attacker may be able to deduce that the message did not take
a route with greater latency. The maximum delay should be
as large as it is possible without interfering with real-time
requirements.

Dummy traffic is most probably needed to provide suffi-
cient protection. That means the motion detector would send
messages even though no actual motion was triggered. These
dummymessagesmust not differ in size from the actual event
messages. Otherwise, the observation of traffic at network
points close to the communication partners may reveal the
communication relation. Prevention of attacks based onmes-
sage counting is possible if all network participants send and
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receive a standard number of messages. To provide protec-
tion against communication volume attacks, it is sufficient to
protect against message size and message counting attacks.

Communication pattern attacks are dangerous attacks that
are difficult to prevent. They require continuous network
participation of a sufficiently large number of nodes. Mes-
sage frequency attacks are most effective for real-time and
interactive communication. A standardized, rigid message
exchange pattern within the IoT network would help to pro-
vide enhanced protection.

Still, no guaranteed protection exists against brute force
attacks or long-term intersection attacks.Keeping the number
of possible recipients large at all times may make the suc-
cess of such an attack less likely. This can also be achieved
by introducing dummy traffic. Protection against long-term
intersection attacks remains a well-known open problem.
Continuous connectivity andmessage exchange with the net-
work might be options to address this problem.

We conclude that protection against passive attacks
requires a very rigid structure of communication. Gener-
ally, it remains challenging to overcome timing coincidences
without wasting significant bandwidth. So far anonymity
networks offer partial protection against such attacks since
neither nodes or nor messages are easy identifiable.

4.2 Existing concepts

A very limited degree of anonymity can be achieved using a
proxy or a virtual private network (VPN). An observer with
access to traffic entering and leaving the proxy over extended
periods of time can reveal the communication relation [16].
VPN networks on the other hand are slightly more robust,
since they provide a layer of encryption implemented with
secure communication protocols generally based on either
IPSec or SSL/TLS. Therefore, incoming and outgoing traffic
can not be mapped easily, but message frequencies and flow
can still be analysed. Therefore, these solutions fail against
a global observer. Fortunately, the situation improves using
specific proxy chains. These tunnel encrypted traffic through
a number of low-latency proxies.

There are a few basic concepts that offer adaptability to
perfect protection against a global observer. One must dis-
tinguish between sender, receiver and mutual protection. In
this context, mutual protection guarantees that both parties
of a communication remain anonymous to each other and
to any third party. For example, to broadcast or multicast,
a message would allow recipient anonymity. A summary
of anonymous communication systems is provided by [50].
The basic concepts that describe mechanisms for sending
messages anonymously are MIXing [16], DC-net [17], and
Anonymous Message Service [19].

We provide details on Mixing and DC-net, the basic
concepts behind most systems, in the following: MIXing

generates a high degree of anonymity and unlinkability of
sender and receiver. It takes a branch of messages and scram-
bles, delays and re-encodes them in a way an attacker can no
longer easily match incoming with outgoing messages. Sev-
eral adaptations of the MIX concept were introduced, they
add new functions and correct security problems. To obtain
the unobservability property, an adaptation of the MIX con-
cept was introduced in [67]. It includes constant Dummy
Traffic and Time Slices [67] preventing an attacker to obtain
useful information from packets travelling through the net-
work.

David Chaum introduced in [17] the Dining Cryptogra-
phers Net (DC-net)—a communication protocol that pro-
vides unconditional secure unobservable communication.
DC-net is a broadcast round-based protocol where members
of the round can unobservably publish a one bit message
per round. This is called “superposed sending” and is very
secure but prone to denial of service attacks. By “superposed
receiving” [94], DC-net was extended to support anonymous
receiving of messages. Protections against disrupting nodes
were proposed in [94] and [37]. Further, it is possible to
categorise concepts into re-routing-based and non-re-routing
based concepts [39]. DC-net andBroadcast (orMulticast) are
the only non-re-routing based systems.

In practice, we need to consider the attack model and dis-
tinguish concepts to protect communication in two different
environments: privacy area networks (PAN) and wide area
networks (WAN). The attacker model for this scenario is a
global attacker in a local environment, who is computation-
ally bound, but can listen to every communication and can
insert arbitrary messages, which is very realistic in a locally
limited,wireless scenario.However, denial of service attacks,
such as through radio jamming, are not considered. Given an
attacker with powerful enough radio equipment, who is jam-
ming radio frequencies used by the sensor nodes, there is
very little chance of preventing this kind of attack.

In the following the concepts of Mixing and DC-net are
roughly outlined and compared.

4.3 Mix systems—details

Anonymising proxy networks have started with the imple-
mentation of Chaum’s Mix in 1981 [16]. The system tunnels
encrypted traffic through a number of low-latency proxies.
Initially, interest in this field was primarily theoretical but
in the last 35 years a lot of research in this field has looked
at developing practical and usable systems for preserving
anonymity. There are a large number of existing Mix net-
work implementations. Such systems cover Email ([24,60]),
Web browsing and other services like peer-to-peer networks,
IRC chat and hidden services [26].
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Mixes offer a high level of sender-controlled protection for
the sender and the receiver of messages. Mixing possesses
several strong attributes. It can

– hide the relationship between sender and receiver,
– guarantee pseudonymity of sender and receiver,
– guarantee anonymity between sender and receiver
– guarantee anonymity of sender and receiver to all,
– protect against revelation of signalisation relations, loca-
tion updates, time of communication, and kind of service.

Mixes receive asymmetric encrypted messages from dif-
ferent sources and put them in a queue. They delete replays,
collect and decrypt messages and if a certain amount of
messages are in the queue, they are pushed all out, but in
a rearranged order. Initially the user encrypts his message m
with an asymmetric method using the public key Ke of the
receiver. Then the message is combined with a random part
r1 and encrypted with the public key K−1

1 of the MIX used
to send the message.

m = K1(r1, Ke(r0,m))

The random part in the message is necessary to prevent
that an attacker can re-encrypt the outgoing message with
the known public key of the mix and trace back the message.
Additionally, outgoing messages all have the same length by
adding random bytes and an additional layer of encryption.

m = K1(K1(r1, Ke(r0,m)), RandomBytes)

Multiple such MIXes must be used in combination, to
increase security and to prevent that the owner of a single
MIX can reveal the communication relation. The sequence
is fixed by the encryption of the message using the individual
public keys of themixes. Amessagem using threemixes gets
encoded in the following sequential manner.

K1(r1, K2(r2, K3(r3, Ke(r0,m))))

Every MIX can only encrypt the outer frame of every
message with its private key. Using multiple MIXes, it is
sufficient if one of them is trustful. Just if all MIX carriers
collaborate the communication relation can be revealed.Mul-
tiple MIXes can be organised in fixed cascades and in free
routes. Within a cascade, a row of dedicated servers join and
redirect traffic of a great amount of users down a predefined
route. Fig. 2 shows an example of a Mix proxy node.

In the following section, we describe the concept of DC-
net in greater detail, since it is more suitable for the PAN and
WSN network environments we consider in this article.
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Fig. 2 Example of a Mix proxy node

Fig. 3 One of the cryptographers has paid (green). Every cryptographer
tosses a coin and shows it to his right-hand neighbour. Then, he com-
putes the XOR of his coin with the coin on his left-hand neighbour. The
cryptographers who did not pay announce this result, the cryptographer
who paid (if any) announces the inverse. Here: 0 ⊕ 0 ⊕ 1 = 1 which
shows that one of the cryptographers paid and not the NSA

4.4 Superposed sending and DC-networks

The protection of the sender gets more challenging when the
attacker controls most of the network. A message must get
into the network to be delivered to the recipient at some point.
The concept of “superposed sending” was developed to aid
this process. With superposed sending and receiving, it is
possible to build the DC-net [17,94], solution for the dining
cryptographers problem [17].

Chaum introduced the DC-net with a little story: three
cryptographers were having dinner in a restaurant and finally
someone paid for the dinner—either one of the cryptogra-
phers or their employer, the NSA. Now, they want to find
out who paid the bill, either one of them or the NSA. In case
one of the cryptographers paid, however, they do not want
to reveal who exactly. To solve this problem, they conceived
the following protocol:

The cryptographers are sitting at a round table (depicted
in Fig. 3) and each one of them is flipping an unbiased coin
secretly and show the outcome to his right-hand neighbour.
We refer to heads with “1” and to tails with “0”. Now, each
cryptographer combines the coin toss on his left and the one
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on the right (the coin he tossed) with the XOR operation. A
cryptographer who was not paying the bill, writes the result
on his napkin in front of him, whereas a cryptographer who
paid the bill, writes the negation of the result. The cryptogra-
phers see the local results from the others, and combine these
results again with XOR, which we are referring as the global
sum.

If, and only if, one of the cryptographers paid and is thus
inverting the result of his localXORoperation,will the global
sum be equal “1”, since there are now an odd number of
ones. Assuming that the coins were unbiased and no pair of
cryptographers are colluding, this protocol is unconditionally
secure.

In case the NSA paid, the global sum is “0” and there is no
problem with anonymity. In case one of the cryptographers
paid, it is equally likely for one cryptographer who wants to
investigate the payer, that his left or right neighbour was pay-
ing. The XOR operation plays an important role here (later it
will be explained, that also other mathematical structures can
be used), since every coin toss Cn, n ∈ 1, 2, 3 exists twice in
the global sum. Due to the commutativity and associativity
of the XOR operation, the individual coin tosses,

Localcrypto1 ⊕ Localcrypto2 ⊕ Localcrypto3

= (C1 ⊕ C2) ⊕ (C2 ⊕ C3) ⊕ (C3 ⊕ C1)

= (C1 ⊕ C1) ⊕ (C2 ⊕ C2) ⊕ (C3 ⊕ C3)

= 0 ⊕ 0 ⊕ 0 = 0

cancel out in the global sum, which will always yield “0”
as the global result. Only if one cryptographer who wants
to send a (1-bit) message inverses his local result, will the
global sum equal “1”.

The DC-net protocol is unconditionally secure and
because for the every cryptographer it is equally likely that
either his left or right neighbour [17] paid the bill which
permits participants to anonymously broadcast one bit mes-
sages. The protocol implicitly assumes the exchange of a
one time pad over a secure channel and a reliable broad-
cast medium (cryptographers announcing and receiving the
results without disturbance). In reality, those guarantees are
hard to achieve but different optimisations like tackling the
problem of reliable broadcasts, successfully addressed them
and were presented in [94], [93]. Other optimisations make
DC-net trafficunobservable by continuous communicationof
all participants using dummy traffic achieving authenticity,
integrity and confidentiality with public-key cryptography
instead of one time pads [76].

Key exchange, ring topology and dealing with disrupters

Coin tossing and sharing the result with the neighbours prac-
tically means exchanging secrets through a secure channel.

For transmitting longer messages, many keys can be tossed
beforehand and the outcomes can be shared. If the partic-
ipants of a DC-net share secrets through a unconditional
secure channel, the DC-net provides unconditional security.
If key exchange is done through a public-key cryptography
system, the security of aDC-net reduces to the degree of com-
putationally security (relying on the security of public-key
cryptography). The anonymity of a single node in a DC-net
is expressed as the anonymity set for this node, that is the set
of honest nodes which the node is sharing secrets.

Chaum proposes a ring as a possible network topology,
that has compared to a traditional ring where messages often
only travel have through the ring before the recipient gets
them, a fourfold increase in bandwidth. To reduce band-
width, not the whole message should be redirected by each
ring node, instead, every node can build the XOR of his
message and keys with the message he got from the pre-
vious node. This way, one global broadcast round has to
travel twice through the ring to be received completely by
the participants: in the first round every participant forwards
the incoming message together with his local output and
in the second round, the global sum is broadcasted to all
members.

Another problem Chaum points out, is the disrupter’s:
malicious nodes, or nodes with faulty behaviour can disturb
the whole communication by sending, for example, random
data and thus making the global message unreadable. DC-
net provides untraceability—also for those attacker—which
makes it hard to detect them. Chaum proposes a trap mech-
anism, in which honest sender reverse a sending slot but
instead of sending actual messages, they place traps in it by
sending a random message with a secret key. If the attacker
tried to disrupt the communication in this round by sending in
the reserved slot of another node, the honest node that placed
the trap detects this and signals this to the other participants
together with his secret for this round and his decrypted mes-
sage.

Reliable broadcast assumption

Waidner and Pfitzmann generalize and improve the concept
of DC-nets [94] [93]. They generalize the concept of sender
untraceability of superposed sending. The set of participants
P = P1, ..., Pn are connected through a graph G. Instead
of relying on the XOR operation, any Abelian finite group
(F,⊕ ) can be chosen, which is called “alphabet”. Partici-
pants share common secrets, that is, participant Pi and Pj

share the secret key Ki, j = K j,i . G denotes the key sharing
graph, containing all nodes who shared secret keys with each
other. Then each participant Pi chooses a message charac-
ter Mi : 0 or the actual message if it wants to send (and owns
the current slot). Then, the message Mi is combined with all
keys shared with each other in this round. The sign function
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is used to create the vanishing effect (like x ⊕ x = 0 with
the XOR operation).

Oi = Mi ⊕
∑

Pi ,Pj∈G
sign(i − j) · Ki, j (1)

This local output of one node is then broadcast to all other
nodes, which affords the other nodes the opportunity to com-
pute the global result S of the current messaging round:

S :=
n∑

j=1

Oj (2)

Finally all keys occur twice in the sumwith opposite signs,
which leads to the vanishing of all keys and empty messages.
Only the message with Mi �= 0 is visible to all participants
while preserving the anonymity of the sender.

Reservation map technique

Waidner also generalizes the reservation technique described
byChaum to additive groups of integersmodulom. Each par-
ticipant who wants to send, chooses a position randomly in a
reservation vector with r slots, and puts “1” into this position.
After broadcasting those vectors, each participant can sum
the positions up: “0” in a position means no one reserved this
slot, “1”means one participant successfully reserved this slot
without collisions and n > 1 means more than one partici-
pant wants to send within the timeframe of this slot. All slots
with collisions are skipped and only successfully reserved
slots are used by the specific participant.

Implementations

We are aware of only two DC-net implementations, Her-
bivore [36] and Dissent [20,96], probably due to DC-nets’
sensitivity to disruption. However, none of them is aimed
towards the IoT and constrained devices.

4.5 Overhead

Communication systems that provide strong security proper-
ties like anonymity and ideally unobservability suffer from a
high computational and communications overhead. Already
the initial key distribution problem, which requires keys to be
exchanged with all potential recipients, makes it very expen-
sive. In MIX networks, this concerns MIX nodes only, in
DC-net this concerns all network participants.

The computational and bandwidth overhead in MIX net-
works is related to the threat model. For increased protection,
the number of chained mixes and amount of dummy traffic
need to be increased accordingly. A chain length of three run-
ning under different entities should make the correlation of

sender and receiver sufficiently challenging. The computa-
tional overhead is therefore approximately 3∗k, with k being
the number a MIXes per chain. In terms of network traffic,
the additional header for every nested message causes on
overhead of 8+ 8+ 4 = 20bytes per message. The dummy
messages are necessary to guarantee continuous flow of traf-
fic, whereas the network benefits from a large number of
users.

In contrast to MIX networks, DC-networks can offer per-
fect sender and receiver unobservability using one time pads,
offering the most protection.15 Chaum [17] proposed a ring
topology, where every node is receiving the message from
its neighbours and to reduce bandwidth combines his local
output directly to themessage received. For oneDC-net com-
munication round, the message has to travel twice through
the ring: the first time is used to get local outputs from neigh-
bouring nodes (sending) and the second one for broadcasting
the final, global message to all nodes (receiving).

Here every participant needs to generate one output (XOR
operation) for every message bit to traverse the network
(superposed sending). This makes the overhead proportional
to the number of network participants, since each output
needs to be delivered to all other participants (using a reli-
able broadcast operation). This results in n(n − 1)bits to
be processed per 1bit message, with n being the number of
network participants. For a high number of participants this
gets very expensive, and gets worse depending on packet
size and network collisions. To worsen the situation, both
networks require self-organisation and benefit from dummy
traffic to ensure a continues flow of traffic. In contrast to
MIXing, in DC-net, an increase in the number of mes-
sages will also cause an increase in collisions. Thus, taking
care of collision handling adds to the overhead for DC-
net.

Broadcasts via wireless networks

Wireless networks, however, have one big advantage in
terms of topology: broadcasts can be done naturally over the
physical medium and therefore are cheaper in terms of com-
munication overhead. This assumes that a broadcast message
reaches all other nodeswithout further interaction such as for-
warding. The decoupling between the globalmessage and the
clients (as proposed by Dissent [20,96]), cannot be realized
in a purely decentralized, fully connected network graph. For
example if a single node does not broadcast his local mes-
sage in a given round, the local output cannot be calculated.
This is because all other nodes in the network depend on it
to calculate the global sum.

15 Note: computationally secure with public-key encryption.
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Comparing costs for different topologies

To compare the costs for the different topologies, the calcu-
lations are done twofold: the costs for individual nodes in the
DC-net and the overallmessages exchanged and their paths in
a communication round throughout the whole network. The
first aspect is important to determine the load a constrained
node has to cope with. The second aspect indicates the band-
width and latency requirements that a low-power and lossy
network like a wireless sensor network has to offer.

Assuming a DC-net with n nodes, with a fully connected
key graph, the calculations are done over n rounds of com-
munication. In the ring topology, every node receives the
temporary global sum from its predecessor, combines its out-
put and forwards this message. After the temporary global
sum has travelled once through the ring and every partici-
pant has committed his part, the global sum has to traverse
the ring again to be received by every node. The number of
sending and receiving steps after n rounds is therefore 2n
for each node. In the star topology, for (n − 1) rounds, one
node has only to send his local message and receive the final
global sum. But in the round where it has to form the centre,
it has to receive n − 1 and also send n − 1 messages which
sums up to 2n−2 sending and receiving steps for each node.
In the fully connected wireless network, every node has a
constant sending and receiving rate, yielding n sending steps
and n · (n − 1) = n2 − n receiving steps in total.

Assuming there is only one communication round hap-
pening in the ring, only one message may traverse the ring.
The load on the ring is thus constant, however, with an
increasing number of nodes, the number of hops is increasing
linearly and so does the latency. In the star topology, every
client sends his message to the star and the star sends the
accumulated message back again yielding in (n − 1)2 total
messages exchanged in one round with quadratic costs. For
the fully connected wireless network, exactly n messages are
exchanged in total within one round.

Summarizing the costs for individual clients for n rounds,
the star topology seems to be favourable. However with the
downside that every single node has to copewith one round to
build the centre of the star. Nodes in the fully connected net-
work have a constant sending rate of one message per round,
but must process n − 1 per round. The receiving costs are
thus increasing linearly with the number of clients. The total
number of messages exchanged in the fully connected net-
work and the ring are linear, whereas the costs are quadratic
in the star.

4.6 Attacker model

We discussed the different attacker models considered in
Sect. 3.4. The attacker model in our use case scenario is a
global attacker, who is computationally bound, but can listen

to every communication and can insert arbitrary messages,
which is very realistic in a locally limited, wireless scenario.
However, denial of service attacks, such as through radio
jamming, are not considered in this article. Given an attacker
with powerful enough radio equipment, which is jamming
radio frequencies used by the sensor nodes, there is very lit-
tle chance of preventing this kind of attack.

Dissent considers these types of attacks by defining
thresholds of a minimum number of nodes who have to par-
ticipate in a given round; otherwise the round is aborted by
the servers (or the receiving windows is increased). Unfor-
tunately, this is much more challenging to implement in a
decentralized DC-net, because each node participating in
a given communication round does not know beforehand,
how many nodes will (or can) participate. Therefore, if an
attacker is able to simultaneously prevent all other nodes
from sending—excluding the victim node—it is possible to
isolate it by effectively reducing its anonymity set to the size
of “1”.

Since a wireless sensor network like in a Smart Home is
bound geographically to a specific location, special care has
also to be taken to Sybil attacks: an attacker who is physi-
cally near to the WSN could—if no counter mechanisms are
implemented—flood the network with new “fake-node iden-
tities”. This can be addressed by limiting the rate at which
new nodes can enter the network with the challenge-based
protocols which increase the cost to join the network, like
proposed in [36].

5 Building unobservable communication
using existing sensors with 6LoWPANs and
Contiki

In the following, we describe the underlying state-of-the-
art technologies for embedded devices. We present all the
security mechanisms needed to reduce information leakage
and aspire towards unobservable communication, and finally
present our feasibility study. In [21,85], we document two
higher layer views of the security and privacy issues to be
addressed in the IoT in a SmartCity context, which we also
take into consideration.

All essential building blocks are available open source
[7,53] and we proved them portable to the Re-Mote [6,21,
62,64]. Missing system modules were implemented by us in
theEU-funded projectRERUM16 [2,70] by [6,62,69].Within
RERUMthe performance gains of ECC signatures andDTLS
were assessed, both qualitatively and quantitatively, to iden-
tify potential issues in the software and hardware modules of
the Re-Mote [64].

16 https://ict-rerum.eu (last acc. 09 January 2019).
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5.1 Used sensors and setup

We use the IEEE 802.15.4 for low-power wireless com-
munications [42]. This standard is a key building block of
mostwireless sensor network (WSN) deployments. It implies
that all embedded devices/sensors and at least one gateway
must be equipped with an 802.15.4 low-power radio inter-
face. In addition, the ongoing research and standardization
efforts in this area have resulted in the adoption of protocols
of the TCP/IP family for networks of severely constrained
devices. IETF IPv6 over low-power wireless personal area
networks (6LoWPAN) [61] and related specifications [15,90]
made it possible to use IPv6 in networks of embedded smart
objects. For those networks, the IPv6 routing protocol for
low-power and lossy networks (RPL) [13] is the de- acto
standard for routing,whereas the constrained applicationpro-
tocol (CoAP) [82] is the IETF’s protocol recommendation to
realise the RESTful [34] architecture for constrained envi-
ronments.

We use 6LoWPAN [61], RPL [13] and CoAP [82] in our
studies. This selection implies that devices are capable of
handling the firmware with all above-mentioned stacks and
protocols. A suitable firmware for the constrained devices
discussed in our use case description in Sect. 3 is the Contiki
open source embedded operating system (OS)17 [18,28].

Contiki is a lightweight operating system designed with
IoT and the restrictions and needs of constrained devices
in mind. It features a standard-compliant embedded TCP/IP
implementation and supports a number of specifications aim-
ing to optimize the use of TCP/IP networking in embedded
devices. This includes support for the aforementioned stan-
dards and specifications. Contiki officially supports numer-
ous available wireless sensor platforms, including our target
platform, the Re-Mote18 [98] device.

The Re-Mote houses a CC2538 System-on-Chip (SoC)
from Texas Instruments. The SoC is based on an ARM
Cortex-M3 corewhich runs at the clock rate of 32MHz and is
supported by 512kb of programmable flash, 32kb of SRAM
and 4kb of ROM.19 For RF communication, the SoC uses
a integrated 2.4-GHz 802.15.4 compliant RF transceiver. In
addition, to support more computational demanding cryp-
tography operations the CC2538 is capable of executing
primitives in hardware. This includes AES-128/256, SHA-2,
RSA and as well certain ECC operations. The platform can
runContiki with the needed 6LoWPAN/RPL/CoAP software
stacks and protocols.

We follow the RERUM network architecture [2,21,70]
thus the gateway provides access to the outside network (e.g.,

17 https://contiki-os.org (last acc. 09 January 2019).
18 https://zolertia.io/product/re-mote-professional-pack/ (last acc.
09 January 2019).
19 https://ti.com/product/cc2538 (last acc. 09 January 2019).

Internet). Sensors will transmit their messages using CoAP
over IPv6.

In order for our use case to be implemented using Contiki
and those networking technologies mentioned just now, the
following needs to be fulfilled:

– All embedded devices and sensorsmust be equippedwith
an IEEE 802.15.4 low-power radio interface.

– All embedded devices need to run Contiki, with IETF
6LoWPAN/RPL networking enabled.

– The gateway (Fig. 1) will also get a 802.15.4 interface.
– The gateway creates a 6LoWPAN/RPL network and
advertises its presence over the 802.15.4 interface.

– Embedded devices will join this network and, as a result,
an 802.15.4 wireless mesh will be formed among those
devices and the gateway.

– Sensors use this wireless mesh to transmit their measure-
ments using CoAP over IPv6.

5.2 Security building blocks

In this section,we present an overviewof some of the security
mechanisms applicable to the smart home networks out-
lined in the previous section. This includes a discussion of
physical security, hop-by-hop security between neighbour-
ing devices, security of routing control messages, end-to-end
security, ensuring authenticity and integrity with signatures,
and privacy-enhancing technologies using overlay networks.

Physical layer considerations

The original 802.15.4 standard specifies that wirelessmeshes
will use the 2.4GHz frequency band at a 250kbps bit rate.
However, the 802.15.4g amendment [43] defines alternative
physical layers and provisions for wireless operation in dif-
ferent frequency bands, such as at the 863–870MHz band
for Europe. This means that operating at a lower frequency,
two devices can now communicate at much greater distances
(magnitudeof a fewkilometres). The amendment also defines
various bit rates, ranging from 2.4 to 500kbps and as well
longer frame sizes. The extended distance, if not bounded by
devices, means a greater risk of eavesdropping and intercep-
tion by an external adversary. But then, new rates and longer
frame sizes also give an extra flexibility to build networks
with the required size and properties.

Hop-by-hop security

The aforementioned 802.15.4 standard specifies security ser-
vices, which aim to protect the communication between
wireless devices on TCP/IP Model Layer 2. To that end,
the standard specifies that all the security services use the
advanced encryption standard (AES) algorithm with 128-bit
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keys. The standard permits group keys, i.e., a common key
used by a group of nodes (devices) mainly for multi-casting
and broadcasting. As such a shared group, the key provides
protection against outsider nodes, but not against malicious
insider nodes sharing the same key.

The specification does not provide details on key gen-
eration or distribution, but mentions that keys are provided
by higher layers and stored securely. The specification also
does not discuss what kind of authentication policies can
be applied. The standard defines eight different security
suites, which can be used to provide various combinations of
confidentiality, integrity and origin authentication. Securing
communication on Layer 2 comes with significant perfor-
mance cost, unless the key is shared by the group. Because
then each intermediate node has to perform re-encryption of
every single frame using the next-hop node key.

Security of routing control messages

For 6LoWPANs, the de facto standard routing protocol
is RPL. It is a distance vector protocol, which perceives
the 6LoWPAN network as a tree-like structure called a
destination-oriented directed acyclic graph (DODAG). The
DODAG is created based on a combination of metrics and
constraints known as objective functions and which are used
to calculate the best path between a source and destination.
The graph building process is initiated at an administratively
configured node, which is essentially the tree’s root and is
often referred to as a border router. Typically, this node is
the router connecting the wireless mesh to the Internet, as
discussed earlier.

Data traffic in anRPLnetwork canflowupwards in the tree
(from a node towards the root), while support for downward
flow of data traffic is optional. For point-to-point communi-
cation (from any node to any node), datagrams first travel
upwards until they reach a node which is a common ancestor
to both the source and destination. They are then forwarded
downwards to their destination.

For the protection of routing control messages, RPL uses
AES-128CCMas its underlying cryptography algorithm and
MAC values can be either 32- or 64-bit long. The RPL spec-
ification also discusses support for signed messages, using a
scheme based on RSASSA-PSS [48] with 2048- or 3072-bit
moduli. Mechanisms defined as part of the RPL specification
can only be used for the protection of RPL control packets,
but not for application data.

End-to-end security with DTLS

One option to ensure the end-to-end security in IoT is to use
the DTLS protocol [54,57]. DTLS is the modified version
of a well-known and widely deployed cryptographic proto-
col called transport layer security (TLS). In contrast to TLS,

which requires a reliable TCP channel to establish and carry
on a secure communication, DTLS can be used over unre-
liable protocols, such as the user datagram protocol (UDP).
The latter feature, i.e., a possibility of deployment over UDP,
makes DTLS a good candidate for secure communications
between resource-constrained devices. Furthermore, since
CoAP is designed to operate overUDP, it is possible to deploy
CoAP over DTLS.

More generally, DTLS is a transport layer protocol that
provides authentication of communicating parties together
with message integrity and confidentiality. One can distin-
guish two layers in DTLS, namely the handshake protocol
and the record protocol. The first (which itself consists of
three sub-protocols) aims for the authentication of commu-
nication parties, the negotiation of the cipher suite used, and
for a key exchange. On the other hand, the record proto-
col provides encapsulation capabilities for application-layer
protocols.

One of the main tasks of the handshake protocol is to
exchange keys that are further used to protect data during
communication. DTLS might use both public- and private-
key options. Furthermore, the public-key option can use raw
public keys as well as full X.509 certificates. The selected
configuration is usually a system design choice and since all
three options might vary significantly in terms of storage,
computation time and power, the advantages and disad-
vantages of all have to be carefully studied (especially for
constrained devices). Once keys are exchanged and parties
authenticated, DTLS uses symmetric schemes to provide
message integrity and confidentiality.

The above-mentioned pre-placed key option fits well in
scenarios where communication parties are able to exchange
the symmetric key (using a trusted channel) prior to com-
munication. For instance, the key can be supplied by the
manufacturer together with the device firmware. Such a key
is stored as a master secret and the session key is derived
from it. This pre-placed keys scenario is resource limited and
device friendly in terms of computational power. There is no
need of public-key operation since only symmetric schemes
need to be used. A trade-off is a significant weakened secu-
rity, since it cannot be guaranteed that keys will not leak
(e.g., legal requirement) or cannot be derived (e.g., security
vulnerability) at some point in time.

On the other hand, key management is likely to be very
costly and inefficient. To mitigate key management effi-
ciency, DTLS allows for two public-key options, namely raw
public keys and X.509 certificates. In the former case, the
keys are stored in the raw form (without full certificate over-
heads), which makes storage requirements less demanding.
In the latter variant, the full X.509 certificates are used, with
all storage and processing time implications.

We developed a research prototype for Contiki and theRe-
Mote platform. Our devices are enabled to establish integrity
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and confidentiality at the transport layer level, including ori-
gin authentication [64,80].

Authentication and integrity protection

The use of per device public keys for confidentiality protec-
tion by encryption allows the sender to encrypt data using
the intended recipient’s public key. Thus, the only recipient
capable of deciphering the data is the intended one, assuming
the encryption cannot be broken and the private key of the
recipient is not leaked. The recipient of such amessage has no
way of verifying the sender’s identity. Digital signatures can
be facilitated to provide strong entity authentication. Once
the data is signed, the recipient of such a signed message can
verify who signed the message and can use the information
as a basis for its access control. In Fig. 1, the signed mes-
sage could include the command ‘turn_on’, which is now
verifiable under the SmartHome Gateway’s public signature
verification key.

Recently, we presented a proof-of-concept implementa-
tion of ECDSA digital signatures using MicroECC [53] for
Contiki on the Re-Mote platform for data integrity and data
origin authentication (which supports non-reputation) [6,62].
Our prototypical implementation on the Re-Mote device is
based on NIST curve P160 ECDSA signatures of JSON
encoded sensor data.20 This allows protecting the integrity
of data flowing from, to or between constrained devices. It
furthermore allows identifying the origin of data by means
of public keys. This works on any application level data,
allowing a broad use. The protocol and concept of on device
signatures designs are flexible and allow the use of different
cryptographic signature mechanisms [6]. It can also be com-
bined with JSON in JSON Sensor Signatures (JSS) format
as shown in [69,72].

An example of an JSS message without optimisations is
shown in Fig. 4. The figure shows that JSS enables a client
to detect modifications of a message.

Dining Cryptographers Net (DC-net)

Based on 6LoWPAN and RPL, it is possible to create dif-
ferent overlay networks such as VPN and proxy networks,
or aforementioned DC-net/Mixing networks. Security con-
siderations in such networks strongly depend on the number
of communicating nodes. We consider DC-net [17] as a pre-
ferred local option, and using Mix networks [16] over the
Internet.

Chaum [17] proposed a ring topology for DC-net, which
was extended by [94], where every node receives themessage
from its neighbours and to reduce bandwidth adds its local

20 https://github.com/ict-rerum (last acc. 09 January 2019).

Fig. 4 Example of a JSONsensor signatures (JSS)message (see [69,72]
for more details on JSS)

output directly to themessage received. For oneDC-net com-
munication round, the message has to travel twice through
the ring: the first time is used to get local outputs from neigh-
bouring nodes (sending) and the second one for broadcasting
the final, global message to all nodes (receiving). The pro-
posed ring topology was implemented by Herbivore [36].

The more recent DC-net implementation ‘Dissent’ uses
a client–server architecture [20,96], where communication
always happens among client–server and server–server, but
never among two clients directly. Compared to a ring topol-
ogy, where the slowest client determines the latency and
bandwidth characteristics,Dissent increases the performance
and scalability (the consequence for the anonymity through
this practice are considered through thresholds, i.e., for a
communication round, a minimum number of clients have to
participate.Wireless networks, however, have one big advan-
tage in terms of topology: broadcasts can be done naturally
over the physical medium and therefore are cheaper in terms
of communication overhead. This assumes that a broadcast
message reaches all other nodes without further interaction
such as forwarding. The decoupling between the global mes-
sage and the clients (as per Dissent), cannot be realized in
a purely decentralized, fully connected network graph. For
example if a single node does not broadcast its local message
in a given round, the local output cannot be calculated. This
is due to all other nodes in the network depending on it to
calculate the global sum.

The first aspect is important to determine the load a con-
strained node has to cope with. The second aspect indicates
the bandwidth and latency requirements that a low-power and
lossy network like a wireless sensor network has to offer. We
recently compared these two approaches and implemented a
prototype [5]. Summarizing the costs for individual clients,
the star topology proved favourable. Howeverwith the down-
side that every single node has to copewith one round to build
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the centre of the star. Nodes in the fully connected network
have a constant sending rate of one message per round, but
must process n − 1 messages per round. The receiving costs
are thus increasing linearly with number of clients. The total
number of messages exchanged in the fully connected net-
work and the ring are linear, whereas the costs are quadratic
in the star [5].

6 Implementing unobservable
communication for the IoT on real sensors

We now present the security features developed, imple-
mented, and/or ported to the Contiki Operating system
running on the Re-Mote. With regard to overlay networks
providing unobservability discussed in this article, we bring
the DC-net protocol [17] to constrained node devices.

Contiki
As of October 2014, Contiki provides off-the-shelf sup-

port for 802.15.4 security services [84]. Contiki’s source tree
includes a software implementation of the AES algorithm,
but it also provides drivers for some AES acceleration hard-
ware, such as the CC2538 used in the Re-Mote platform.
Currently, the implementation uses pre-shared keys, but
efforts have been made to add support for key establishment
mechanisms and group communication schemes [44,51].

An evaluation of the RPL security mechanisms for the
Contiki, as described in the standard [13], has been intro-
duced in [65]. The authors presented a trade-off between
the security configurations and the RPL performance. They
provided a lightweight version of the security configuration,
which has insignificant impact on the performance (com-
paring to unsecured RPL) and a full configuration, where
the security features have a significant impact on the perfor-
mance, but on the other hand (in contrast to the lightweight
version), protects against replay-based attacks.

DTLS encryption
In the RERUM project we discussed the use of DTLS

in [2,21,70,80]. Based on [7] we build a research prototype
for Contiki and the Re-Mote platform.21

TinyDTLS [7] is an open source project that implements
DTLS v1.2 with a focus on constrained devices. Although
TinyDTLS is not an official part of Contiki OS, we success-
fully integrated and used them together. TinyDLTS has a
pre-placed key option, which make public-key operations
obsolete. Also a raw public-key option is available, which
uses the default cipher suitewith a standardNISTP-256 ellip-
tic curve. We investigated TinyDTLS in great detail with the
focus on security and energy consumption. The experimental
results are documented and discussed in [64].

21 https://github.com/ict-rerum (last acc. 09 January 2019).

Our provisional results show that in case of pre-placed
keys the total time of handshake execution is around 1.3 s,
whereas for the raw public-key option is around 137 s. The
latter case shows significant time overhead to perform the
handshake, and thus lower the overall performance of DTLS.

ECDSA signatures
Regarding digital signatures, several implementations for

elliptic curve digital signature algorithm (ECDSA) exist.
From the existing sets of cryptographic libraries, we selected
those, which were suitable without significant underlying
changes for both: (1) running under Contiki and (2) running
on the ARM Cortex-M3 core. We investigated TweetNaCl
(Curve25519 and Ed25519) [11], Piñol (Secp256r1) [68] and
MicroECC (Secp160r1, Secp192r1, Secp224r1, Secp256k1,
Secp256r1) [53].

To run the aforementioned cryptographic libraries on the
Re-Mote, we ported them to Contiki and adjusted the code
whenever necessary [62]. As a container we developed JSON
sensor signatures (JSS), a JSON format to transport the
ECDSA signature over JavaScript object notation (JSON)
data alongside [69].We specifically designed JSS for running
on constrained devices and we implemented it in [6,62].

As NIST’s curves have recently been accused of being
insecure [9] a new ECC-based signature algorithm named
Ed25519 was introduced [10]. The underlying curve used in
Ed25519 signature is bi-rationally equivalent to the curve
Curve25519 [8] and is currently en route to standardiza-
tion [58]. Therefore, we as well implemented Ed25519 [49]
to prove its usability in Contiki [6,62]. We evaluated the total
performance and power consumption loss of sending ECC
signed messages, which also tripled the message size, on
IoT devices to be about 300% [62].

However, there is still room for optimisation for both the
IoT hardware and for Contiki.

DC-net
In the following we present our proof-of-concept imple-

mentation. We also integrated some of the improvements
suggested in [93,94]. The feasibility of our implementation
is discussed in [5].

As mentioned in [36], there should be an entry burden for
newly connecting nodes to reduce the risk of Sybil attacks.
For attacker nodes who are already in the DC-net this adds
a penalty if they get detected and kicked out of the DC-net,
since reconnecting (maybe with another identity) is more
costly. This is especially important, because in many IoT and
WSN environments, such as Smart Cities, attackers cannot
be easily located and removed. Each new node that enters the
network has to establish secrets with all other nodes. This can
be done using the Diffie–Hellman key exchange. Such key
exchange based on elliptic curve cryptographymaking use of
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ECDH can be done efficiently with theMicroECC22 library.
Note that we did not implement the entry protocol in our
proof-of-concept implementation. In the prototype, there are
currently only two RE-Mote nodes with hardcoded shared
secrets.

In contrast to the original protocol, we implemented
important optimisations for the message exchange:

Instead of sending 1 bit messages in every message round,
we exchange messages with an increased payload of 7 bytes.
This is done by carryingmultiplemessage rounds in only one
broadcast packet in the “sending vector”. The prototype cur-
rently uses four message rounds per packet, which is a rather
arbitrary number that needs to be optimized in future. This
permits the receiver to spend less effort on putting together
the individual messages from the clients. A message round
is a single round, where each participant commits the com-
bination of its shared secrets and where one single client
sends its communication payload. Another optimisation is
that we exchange multiple messages within a single 802.15.4
frame, to utilise the network more efficiently. In total, this
significantly decreases effort for the recipient to reassemble
the individual messages from the other member in the net-
work.

In the time of writing, our prototype does not utilise a TCP
or a UDP stack. Instead, it builds upon the RIME [27] stack,
which is a network stack of the Contiki OS [28] with very
low overhead. RIME itself offers different layers with cer-
tain services, but our prototype uses solely the “anonymous
broadcast” layer, which offers the required broadcast service.
This RIME layer builds directly upon 802.15.4, which per-
mits a node to send 127 bytes at most. Therefore, it increases
the efficiency in terms of energy consumption and over-
head by utilising the packets as well as possible. Instead of
transporting only one message round per packet (i.e., 1 bit),
multiple message rounds are carried in only one broadcast
packet in the “sending vector”. The prototype currently uses
four message rounds per packet, but this is a rather arbitrary
number that needs to be optimized in future.

In every message round, every participant commits his
local message by combining its shared secrets with the
payload. But in contrast to the initial DC-net protocol
with single bits and the XOR operation, an Abelian group
G modulo a prime p is used, improvements by Waid-
ner and Pfitzmann [93,94]. For this first proof of con-
cept, we decided to choose 8 bytes for the message size.
The biggest prime that can be expressed in 8 bytes is
18, 446, 744, 073, 709, 551, 557. Rounded down to 7 bytes,
everymessage payloadwith 7 bytes can be encoded as a num-
ber n with n ∈ G(N/18, 446, 744, 073, 709, 551, 557N,+).
An Abelian group modulo a prime was chosen as it allows
to easily calculate the inverse of a number n : n−1 = p − n.

22 https://kmackay.ca/micro-ecc (last acc. 09 January 2019).

Now, considering two participants A and B with the shared
secret s ∈ G(N/pN,+) and A actively sending the number
n ∈ G, the global sum is calculated as follows:

(LocalA + LocalB) mod p

= ((s + n) + (s−1 + 0)) mod p

= (s + s−1 + 0 + n) mod p

= n (3)

The reservation is done with the reservation map technique
described in [94], based on superposed sending using the
same Abelian group previously described. Each client who
wants to send messages randomly chooses positions in the
reservation vector and indicates this by setting the specific
positions to 1. All other positions are set to 0. Nodes that do
not want to send messages send an empty reservation vector
with zeros in all positions. Afterwards, every node applies its
shared secrets to all slots. Each client broadcasts this vector
through the network and receives the reservation vectors from
all other clients.After every client has received all reservation
vectors, it sums the vectors component together. Afterwards,
positions in the vector with value 0 mean: no reservation,
positionswith value 1mean: successful reservation of exactly
one node and positions with value > 1 indicate a collision.
The reservation vector consists of a single magic byte at the
beginning indicating that this is a reservation vector and four
8 byte slots containing the reservation number.

In the transmission phase, every node prepares its vectors:
0s and the applied shared secrets in the passive sending slots
and n and the applied shared secrets for the active sending
slot (if any slot was reserved successfully) with n being the
payload encoded as a group number. The transmission vec-
tor is of equal size as the reservation vector with a different
magic byte at the beginning. The nodes send their transmis-
sion vector and receive all vectors from the others, combine
the vectors and are finally able to see the payloads in each
slot for each message round.

If a nodewants to leave the network, it is important to have
signalling mechanisms so that other nodes are informed and
the computation of the global sum does not rely on the local
result from the leaving node. Such an exit phase is currently
not implemented in our prototype.

7 Complementary privacy-enhancing
mechanisms

Privacy can be attacked and protected inmany differentways.
The protection of the local network communication between
trusted devices is too often left out of the picture. In this
article, we try to prevent an local attacker to learn by eaves-
dropping on network traffic which is a very powerful generic
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attack vector. Nevertheless, our approach does not protect
against the data-receiving back-end collecting potentially
unnecessary data from the communicating devices. In this
complementary section, we briefly discuss additional layers
of protection and the necessary architectural enablers.

7.1 Minimizing data collection

In the early phase of IoT development, there was a trend that
next to no smartness was running in a constrained device near
to the user. This negatively impacts user privacy as it sends a
lot of data to servers elsewhere. Furthermore to comply with
EU data protection regulations, it requires an informed con-
sent. Technically it requires an implicit trust in the Internet
and all intermediate network hops as well as the service. This
trust has not been proven justified yet.

While end-to-end security with privacy-enhancing com-
munication techniques helps to protect data in transit, it does
not protect the data once the intended recipient received all
the information. Hence, “the best protection for personal data
is to not have collected the data at all. Data minimization can
be seen as an example of the principle ‘prevention is better
than reaction’.” [33]. In this context “prevention” means that
one tries to avoid storing personal data as much as possible,
thereby reducing the need for “reaction”, i.e., securing stored
data. This is known as the principle of data minimisation and
can be found in European legal texts, like the GDPR [32], or
technical guidelines on privacy like ISO 29100 [45].

In detail, the Article 5 GDPR on “Principles relating to
processing of personal data” describes the data minimisation
principle as follows:

“1. Personal data shall be: [...] adequate, relevant
and limited to what is necessary in relation to the
purposes for which they are processed (‘data minimi-
sation’);” [Art. 5 (c) GDPR]

In a first step each IoT device should minimize the data being
collected. This requires little computing power on the device
itself, but rather a smart configuration which tailors the data
collection in terms of granularity of the data towards each
application.Minimization can occur simply by not collecting
data as frequently as technically possible or by sensing not
too accurately which results in a resolution reduction either
in the axis of time or precision. A continuative step is to
process the data before it is being send, i.e., by aggregation
or perturbation of the actually collected data.

While data minimization causes a loss in the data quality,
it might be in many cases still acceptable for the intended
application. As a case study on real-life energy consump-
tion data notes: “simple presence detection is still feasible
on the processed data set, more detailed inferences requiring
higher temporal or energy-level details are clearly aggra-
vated.” [73]. Thus, a loss of data quality occurring could

be a privacy gain whenever it does not harm the intended
functionality in the back-end. However, too fine-grained val-
ues have been shown to allow deductions that might be too
invasive. For an example, take the energy metre that used to
be able to detect how much electrical energy was used by a
household for billing purposes on a monthly basis. If such
a metre sends too fine-grained energy values, the resulting
data collected by the recipient of the data allows for detect-
ing appliances within the household [59], detecting the use
mode of the appliances [30] as well as deducting the residen-
tial customers’ behaviour [52].

To only send the information required for a specific ser-
vice, it needs some local smartness to carry out the necessary
local pre-processing of the collected sensory data. While one
might argue that it is too much for a smaller IoT device, most
of the gateways offer sufficient computational resources,
which can be controlled and used. This is sometimes also
known as fog or edge computing, because it moves intel-
ligence and processing power towards the network’s edge
rather than having it centrally, e.g., in a server. Once compu-
tational resources are locally available, they can be used to
process data before sharing outside the local network and to
apply additional privacypreserving techniques. The choice of
suitable privacy-enhancing processing mechanisms strongly
depends on the data the device is collecting (for energy con-
sumption see [46] and for location information see [22,78]).

To conclude, any attempt to apply data minimisation
obviously reduces the data’s quality compared to the tech-
nically possible maximum. However, it thus hinders any
non-intended and privacy-invasive application. Of course,
care must be taken to apply it such that it is preserving the
utility of the data.

7.2 Attribute-based encryption

In some circumstances, however, data minimization tech-
niques might be less applicable and, i.e., to prevent the
reduction of data quality by the above-mentioned technique,
solutions based on attribute-based encryption (ABE) [38]
might be also considered. In that case, under the assump-
tion that data that is being kept on the server is not a subject
of elaboration, data might be stored in the encrypted form.
Under an ABE scheme, encrypted data are labelled with a
set of attributes and, in that setup, a decryption is only possi-
ble using a key which attributes matches the encrypted data
attributes. Applications of ABE in the IoT context were pre-
sented in, i.e., [75,83] where the authors introduced the ABE
cities, an encryption system for urban sensing that allows
for a fine-grained access control over the encrypted data or
augmented a well-known in IoT space MQTT and MQTT-
SN protocols with ABE. Since ABE encryption techniques
are based on bilinear pairing operations (a set of operations
that are rather difficult to implement in a lightweight fash-
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ion in constrained devices), a novel no pairing ECC-based
lightweight attribute-based encryption scheme was intro-
duced in [97] to address this issue.

7.3 Mediated device access

A more powerful gateway can act as a privacy guardian for
less powerful IoT devices at the edge. In this architecture, all
communication between the sensors and/or actuators and a
server are mediated via a gateway, not allowing any direct
uninterceptable communication between devices. While the
gateway cannot make those devices communicate unobserv-
able amongst themselves, it can do the data minimisation
and pre-processing before information flows towards outside
servers. This is known also under the term ofmediated device
access and indeed core to many IoT architectures, also those
from RERUM and SEMIOTICS.23

To conclude, an architecture that channels all data through
gateways and then harvests the gateway’s smartness, i.e.,
its local processing power and local knowledge of the local
deployment, becomes an enabler for privacy. Among many
things, it allows to preserve privacy by decoupling local
detection–reaction loops that are otherwise are observable
by third parties from the outside from internal. Note, that
although this seems to oppose any cloud or server-based
solutions, it can also complement such solutions as it allows
to utilise potentially more expensive or sparse network
resources efficiently. Last but not least, the gateway offers
to harmonise many different networking and communication
technologies [63] such it eases upstream communication.

7.4 Authenticity preserving but privacy-enhancing
processing

All the pre-processing of the sensed data for privacy enhance-
ments is done distributed, e.g., not at the data sink. It might
be done already at the data source, but most often the archi-
tecture foresees it to happen in between the data collection
point and the point of the actual data user. This raises a con-
flict to preserve the authenticity, i.e., the integrity and the
origin of the data. Following Sect. 5.2, it is technically feasi-
ble to digitally sign the collected data on the sensor and that
the application processing the data is verifying those signa-
tures [6,62,64,72]. Then any pre-processing would mitigate
privacy issues raised by overly precise values, e.g., by adding
noise or another data perturbation mechanisms. However,
changing the data would also invalidate any regular digital
signature.

The cryptographic methods of malleable signatures could
be of help [12], since they allow the signer to pre-define

23 https://semiotics-project.eu (last acc. 09 January 2019).

allowed subsequent changes to the signed data. If the sub-
sequent changes stay within those authorised changes, then
the signature is still valid and the recipient can verify that no
unauthorised changes have happened, thus verifies a reduced
integrity, but amuch higher one compared to the failed classi-
cal signature. For example, this cryptographic tool was used
in [71] to set the limit of perturbation on energy consumption
values from a Smart Metering Gateway that could be added
by a privacy gateway. It also allowed the privacy gateway
to inform the user of the allowed changes, i.e., alert if the
allowed noise level is too low and thus too fine-grained data
is requested.

To conclude, the protection of integrity and the authenti-
cation of origin of data coming from the IoT devices can be
protected by cryptography even in the light of foreseen subse-
quent modifications by facilitatingmalleable signatures [12],
e.g., redactable signature schemes [47,88].

7.5 Architectural enablers to improve privacy

The IoT network architecture defines its flexibility to accom-
modate missing functionality to improve privacy and secu-
rity. For example, the reference architecture researched by
the EU lighthouse project IoT-A24 was further evolved by
the authors of this work within the EU research project
RERUM.25

RERUM greatly enhanced the IoT-A architecture and
catered for encrypted communication beyond that of hop-to-
hop communication. This includes end-to-end security with
DTLS and integrity protection with ECDSA-based signa-
tures applied on JSON sensor data [6,62,72] as mentioned
in Sect. 5.2. Both of the above functionality shows that the
ever-increasing local processing power of smart IoT devices
can be put to a secure use. While the unobservable com-
munication requires more steps, it could not work without
an architecture that treats devices as individual entities and
foresees that they have their own security key material.

7.6 Flexible network architectures

In the architecture of the research project SEMIOTICS, the
complete network between the IoT gateway and the applica-
tions is based on software-defined networking (SDN). SDN
decouples the network control from the data forwarding
plane. This allows to have more flexible network function-
ality and also to implement security functionality [1,74].
While there are new privacy problems in SDN, e.g., by
the need to share information about local network topolo-
gies to the applications configuring or optimizing them [1]
the logically separated control plane allows to implement

24 https://iot-a.eu (last acc. 16 November 2016 (now offline)).
25 https://ict-rerum.eu (last acc. 09 January 2019).
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more than just encrypted links or separation of network seg-
ments. In SDN, “new control functions can be implemented
by writing software-based logic in the control plane which
deploys the decision logic in the forwarding plane through
standard interfaces” [1]. This also allows to implement func-
tionality that is “[a]kin to onion routing” [55]. The authors
of [55] use the SDN to implement logic that rewrites packet
headers to increase the privacy by hiding the actual flow of
messages an observer on the network. The authors of [29]
propose to “move onion-routing technique to the SDN” and
it “builds onion-routed tunnels over multiple anonymity ser-
vice providers and through many SDNs” [29].

Thus, a flexible network—and SDNs are designed to be
very flexible—will ease to change or adapt the networks core
routing to foster anonymous communication. If used between
the gateway and the applications, it helps to provide unob-
servable communication beyond the gateway and thus is an
enabler to reach full privacy in the IoT starting from the
enabling UC for the communication between the IoT devices
itself as described in this article.

8 Conclusions

Privacy cannot be retrofitted, and for privacy this rule holds
even more than in security. Thus, if we want to support sensi-
tive services in the Internet of Things, wemust act now to put
enabling technology in place, and it is best placed into each
IoT device. In this articlewe have shown thatwe have already
implemented most of the building blocks required for secure
and private communication in the communication realm of
the IoT devices itself: this includes DTLS for encryption,
ECDSA signatures for integrity and authentication of origin
and DC-net for unobservable communications.

In particular, our proof-of-concept of DC-net on the Re-
Mote shows that this technique can indeed be brought to
the level of device to device communications of the Inter-
net of Things. This contribution highlights that the Internet
of Things does not need to fall behind in comparison to the
privacy achievable on the Internet. Of course, many parame-
ters, like the optimal message size, an efficient key exchange
or the influence of disturbers have to be further considered.
However, our proof-of-concept shows that strong, privacy
enhancing technologies can be adapted to use in the IoT.
The implementation currently relies on reliable broadcast
assumption, which might not hold in real world use cases
considering bigger networks like Smart Cities.

We have further discussed enabling technology in the area
of IoT that allows to foster privacy, i.e., flexible networking
technology like SDNs could implement privacy preserving
routing overlays, local data pre-processing on the IoT gate-
way could minimize the data being sent to servers, while
advanced cryptographic mechanisms of malleable signa-

tures still guarantee the absence of unauthorised subsequent
changes to the application. All these technological advances
brought to the IoT and integrated into each device should
allow it to become a safe place—one where we can accept
such otherwise too privacy-invasive technology into our daily
lives, or into our restricted corporate areas if we consider
industrial Internet of Things (IoT) where the threat of privacy
is a threat of trade secret protection and corporate espionage.

9 Recommendations

We learned from our prototype implementation of DC-net
on real hardware that to take the final steps towards a truly
private communication between IoT devices, the following
recommendations shall be followed:

Minimize data collection Data you do not need to fulfil a
goal shall not be collected by the IoT.

Increase the ROM footprint of devices This is a call to
hardware manufacturers, its of course not to store even more
data on the devices, but to allow all securitymechanisms to fit
to make the IoT device a first-class citizen in secure and pri-
vate communication. All the security mechanisms discussed
in Sect. 5 should be in place, or allow over the air provision-
ing. But even with the latter combining, all of them in the
same firmware results in a binary image too large and there-
fore some needed security mechanisms may get excluded in
a real deployment.

Support hardware accelerationThis second recommenda-
tion towards hardware has the obvious benefit that encryption
and decryption operations are potentially faster when accel-
erated by hardware. But it can also reduce the size of the
firmware image. However, besides the runtime, other aspects
like the problemof side channel attacks have to be considered
in greater depth.

Enable layer 2 hop-by-hop encryption within the wireless
network: This step prohibits the attacker from reconstructing
the network’s topology using a very simple wireless sniffer
on the RPL routing control packets transmitted in the clear.

Carefully consider the use of devices that allow long range
communication, e.g., sub-GHz frequency band It has the dis-
advantage that the attacker does not need to be so close to
eavesdrop. On the other hand, it will allow to broadcast mes-
sages to a wider audience, which can significantly reduce the
overhead of the DC-net protocol.

Optimize network algorithms of lower layers Tominimize
the negative impact that DC-net’s communication overhead
generates the lower network protocols could be further opti-
mized to better copewith constant traffic, e.g., adapt solutions
from constant-rate transmissions like streaming.

As part of our future work, we continue to optimize the
implementation discussed in Sect. 4 and provide furthermea-
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surements on their impact on network delay, packet loss and
device energy consumption.
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