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13:00 13:30 0:30 Get Together

13:30 13:35 0:05 Welcome Michael Nusken b-it, Bonn ‘Hello

13:35  14:20 0:45 Keynote Talk Elif Kavun Uni Passau Symbiotic Security from RISC-V and PUFs
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14:45  15:15 0:30 Coffee Break
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Classification of Memory-Based PUF Responses

16:05 16:30 0:25 Talk Tobias Tefke FH Schmalkalden Exchanging messages between constrained devices ensuring confidentiality

and authenticity
16:30 17:00 0:30 Coffee Break
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9:00 9:30 0:30 Good Morning Coffee
9:30 10:00 0:30 Talk Kai Hendrik Wohnert HAW Hamburg Artificial Intelligence Based Identity Learning for Malware Detection Using
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10:30 11:00 0:30 Coffee Break
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11:30 12:00 0:30 Talk Giang Nam Nguyen TU Darmstadt SageMath—A Great Environment for Experimenting with Isogeny-based
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12:.00 12:30 0:30 Talk Knud Ahrens Uni Passau Putting an End to VDFs: A verifiable delay function using the
endomorphism ring

12:30 13:00 0:30 Farewell




Exchanging messages between constrained
devices ensuring confidentiality and authenticity

Tobias Tefke! and Ralf C. Staudemeyer!

Faculty of Computer Science, Schmalkalden University of Applied
Sciences, 98574 Schmalkalden, Germany

35th Crypto Day, 25/26 May 2023

Protecting confidentiality and authenticity of data when exchanging infor-
mation between severely constrained devices poses a major challenge due to the
lack of computational resources. In our use case, we would like to pass a sensor
value from one device to another. For this, we use the Zolertia RE-Mote (Lig-
nan, 2016) Internet of Things (IoT) devices. These have only 32 kB of main
memory available for the operating system and all applications running on top
of it. Nevertheless, we would like to ensure confidentiality and authenticity of
exchanged information.

The RE-Motes are supported by the IoT operating system Contiki-NG
(Oikonomou, Duquennoy, Elsts, Eriksson, Tanaka & Tsiftes, 2022). For ex-
changing data between devices we use the CoAP protocol (Shelby, Hartke & Bor-
mann, 2014). Data transmitted via CoAP is encrypted with DTLS (Rescorla,
Tschofenig & Modadugu, 2022). This is also known as CoAPs (Bormann,
Lemay, Tschofenig, Hartke, Silverajan & Raymor, 2018).

In Contiki-NG, CoAPs can be enabled with the tinyDTLS library (Contiki-
NG, 2022). For ensuring authenticity, we would like to use the ECDSA algo-
rithm (Raimondo & Locascio, 2023). In order to exchange data, we adopt the
JSON Sensor Signature format (JSS) (Pohls, 2015). During JSS generation, the
data is hashed with SHA-256 (Pritzker & May, 2015). Afterwards, the hash
is signed with ECDSA (Raimondo & Locascio, 2023). Then, the data is for-
warded to another device within the IoT network infrastructure. The recipient
can validate the authenticity of the confidential message with the public key
of the sender. This key was broadcasted previously during initialisation of the
ToT-network.

The main challenge is making all cryptographic procedures work despite
of only having 32 kB of RAM. The lowest power mode of the RE-Mote only
allows using half of the CPU’s memory (Texas Instruments, 2013), which is not
sufficient for our application and has therefore been disabled. However, open
challenges remain in fitting the whole application into the available memory.
The aim of this contribution is to provide an overview about the current status
of the implementation and how we plan to move forward.
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